Aemomamuszayusn ¢ npomvtuinennocmu 2019. Ne7
WWw.aviprom.ru

U A Jluewuy (Ynusepcumem UTMO),
A.A. 3auyesa (CITHUPAH)

IIpobdnemol obecneuenusn bezonachocmu 001AUHO 1l KOMROHEHMbL UH (POPMAYUOHHBIX MEXHOTI0ZUTL

Ipeonpunsima nonvlmxa uccied08anus U OYEHKU B03MOAICHOCTIU 0OeCnedeHUst 30AHHO20 YPOBHSL
be30nacHocmu st COBPEMEHHBIX «OONAUHBIXY CepEUCO8. TIPUoOsImes paziuunble IKCNEPMuble MHEHUS. POCCUTICKUX
U UHOCMPAHHBIX IKCREPIMOB NO WUPOKOMY OUARA3OHY BORPOCO8 0becnedeHUst UHPOPMAYUOHHOU De30NACHOCMU KAK
OMOENbHBIX KOMIOHEHN, MAK U «0OIAUHBIXY cepsucos 6 yenom. Ilpednacaemcs nepetimu K (popmManrbHbiM Memooam
OYEHKU CIEeNneH COOMBEMCMEUsL CYUWeCmBYIOWUX U NEPCNEKMUBHBIX KOMNOHEHMO8 npu obecneyeHuu
bezonacHocmu «0O1aUHBIXY cepeucos. B cmamve npednodicen n00Xo0, 0CHOBANHDIL HA paHee pa3padomanHo
«2UOPUOHOLLY MeMOOUKe C UCNONIb30SAHUEM PSI0A POPMATbHbIX NPoyedyp Ha 6aze 08yX cucmem KpUmepues: OYeHKu
cmenenu coomsemcmeust cucmem menedxcmerma no MCO/MOK cepuu 27001 u oyenrxu mpebosarutl
@yuryuonanvrou bezonactocmu no MIK cepuu 61508 u HCO/MOK cepuu 15408.

Kniouesvie cnosa: ungpopmayuonnas mexnonozus, uH@opmayuonas 6e30nacHocms, ayoum, OyeHKd
coomeemcmaus, mepul (Cpedcmea) 3auumsi.

Juewuy Hnva Hocughosuu — xano. mexu. nayx, ooyenm ghaxyivmema 6€30nacnocmu uH@OopMayuoHHvix
mexnonoeuii HUY UTMO (Ynusepcumem UTMO),

3aiiyesa Anexcanopa Anexceeena — Kano. mexH. HaAyK, CMAPWUL HAYHUHBIL COMPYOHUK 1aO0pamopuu
asmomamuszayuu HayuHvlx uccieoosanuilt ®I'BYH Canxm-Ilemepbypecko2o uncmumyma un@opmamuru u
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Livshits LI., Zaitseva A.A. Security problems of the cloud component of information technologies

An attempt is made to investigate and assess the opportunity of ensuring the specified security level for
present-day cloud services. The paper cites various opinions of Russian and foreign experts on a wide range of
information security issues for both individual components and cloud services as a whole. It proposes to introduce
formal techniques for assessing the degree of correspondence between the existing and future components of cloud
service security systems. An approach is proposed ensuing from the earlier developed hybrid methodology using a
number of formal procedures underlain by two systems of criteria: the assessment of the degree of compliance of
ISO/IEC 27001 Series management systems and the assessment of functional securityrequirements based on IEC
61508 Series and ISO/IEC 15408.
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