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Oobecneuenue oe3onacHoctd SCADA-cucrembl WinCC OA cpeacrBamu WinCC OA u KICS

Ipusooumca conocmasnenue ykazanuvix 8 Ilpuxaze @®CTOK om 25.12.2017 N 239 mep no obecneuenuro
bezonacrnocmu 3HauuMbx 06vekmog u ynxyuu besonachocmu SCADA-cucmemst SIMATIC WinCC Open
Architecture u pewienus no besonacnocmu Kaspersky Industrial CyberSecurity, komopusie mozym 6vims
UCNOTIL30BAHBI NPU PeAnU3aAYUY OAHHBIX Mep.

Kniouesvie cnosa: ungpopmayuonnas bezonacnocms, kubepbezonacnocms, SCADA-cucmema, monumopune
NPOMBIULIEHHBIX cemell, 00beKm KpUMu4eckoll unpopmMayuoHHoU uHppacmpykmypol.

Menvnukoe Andpeit Cepzeeeuu — 2nagnulii undicenep no unmezpayuu npoekma OO0 «Cumency,
Ilanmoe Cepzeii Hzopeeuu — pykogooumens epynnsl no pazgumuio apxumexmypwl peuternuii AO «Jlabopamopus
Kacnepcrozon.
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Melnikov A.S., Paltov S.I. Ensuring WinCC OA SCADA security by means of WinCC OA and KICS tools

The paper compares the security measures listed in the FSTEC (Federal Service for Technical and Export
Control) Order #239 of 25.12.2017 against the security functions of SIMATIC WinCC Open Architecture SCADA
system and discusses Kaspersky Industrial CyberSecurity solutions that may be used to implement these security
measures.
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