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HNPAKTHUYECKHUE IIOAXO/AbI K CO3JAHUIO UHOPACTPYKTYPbI
NHAYCTPUAJIIBHOI'O KUBEPIIOJIMT"OHA

Obecneuenue xubepoezonacnocmu ACY u npomvlutienHot a8MOoMAmuKu A611emcst 0OHUM U3
BACHEUWUX HANPABTEHULL 8 INOXY CMPEMUMETIbHO20 MEXHONIOSUUECKO20 Pa3eumusi Kubepusuueckux
cucmem. OOHUM U3 HANPABGIEHUU UCCIe008aHULl 8 0OaacmU 0becneyenus Kubepbe3zonacuocmu
NPOMBIUICHHBIX 00BEKMO8 (8 MOM HUCLe, 00bEKMO8 KPUMUHECKOU UHDOPMAYUOHHOU
UHGPACMPYKMYPbL), AAAEMCS NPOBEOSHUe PeSYISAPHBIX MEeOPEMUYECKUX U NPAKMUYECKUX MPEHUPOBOK
07151 npedynpesicoenus, OOHAPYICeHUs. U NPOMUBOOCUCTNEUS BO3MONCHBIM KOMNLIOMEPHbIM AMAKaAM —
Kubepyuenuil. /[is nposedenus kubepyuenuii HeoOXo0uUMo co30anue COOmMEemcmsyouel
UHGPACMPYKIMYPbL U MEMOOOL02UU, NO3BOIAIOWUX OMPAOANBIEAMb NPAKMUYECKUE HABbIKU 0OecneyenUs
Kubepbezonacnocmu 6e3 pucka HaHeceHUs peaibHO20 yuepoa 0essmeabHOCU NPeOnpUsMmus Uil
0CTAH08A MEXHON02UYECKO20 npoyeccd. B cmambe paccmampugaromesi 0CHOGHbIE NOOX00bL K CO30AHUIO
UH@PaAcmpyKmypbol 01 BPOBeOeHUs: Kubepyuerutl, a makice acheKmvl MOOeIUPOBAHUSI MEXHOL02UYECKUX
npoYeccos8 NPOMbIULIEHHBIX 00BEKMO8 8 PAMKAX POPMUPOBAHUS MAKOU UHMOPACMPYKMYDbL.

Kniouesvie cnosa: kubepbezonacnocme, agmomMamusuposantvle CUcmembl YnpasieHus, KubepyueHus,
KUOEPNOIUCOH, UHPOPMAYUOHHASA De30NACHOCMb, Kubep@usuiecKue CUCmeMmsl, NOLYHAMYPHOEe
MoOenuposatue.
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Arkhangelsky O.D., Syutov D.V., Kuznetsov A.V. Practical approaches to the development of industrial
cyber range infrastructure

Cyber security of control systems and industrial automatics is in focus as against the explosive growth of
cyber-physical systems. Theoretic and practical trainings conducted on regular basis for preventing,
detecting, and counteraction against cyber attacks is an important cybersecurity area. Cyber training
requires appropriate infrastructure and methodology enabling the development of practical cybersecurity
skills without process shutdown and damage enterprise operations. The paper examines basic approaches
to the development of cyber training infrastructure as well as process modeling within such infrastructure.
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