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U A Jluswuy (Ynusepcumem UTMO)

HNCCIEJOBAHME OINEHOK 3AINMINEHHOCTHU MPOMBIINIVIEHHBIX CUCTEM

B nacmoswee epems npu opeanuzayuu 3auiumel HPOMBLIUICHHLIX CUCTIEM PA3TUYHO2O0 HAZHAYEHUS
HAOMOO0AIomMest 08¢ KPAUHOCMU — GHEOPEHUE HECOBMECMUMBIX CPedCmeé 3auumvl uHgopmayuu, He
sampaeusasn 6azosyio UT-ungpacmpyxmypy, uiu peanuzayus paziuidHblx pejicUMos momaibHOU U30AAYUL
(nanpumep, apxumexmypol Zero Trust). Kax ciedyem u3z exnce2o0nbix aHAIUMUYECKUX OMYEmMO8 MUPOBbIX
oxcnepmos (IBM, MS, Group-IB, Positive Technology u 0p.), Habmooaemcs NOCMOAHHBIL POCH
coobujenull 0 3aKpblMUU OYePeOHbIX KpUMmuueckux ysa38umocmetl, HO npobiema obecnevenus
be30nacHoCmu NPOMBIUIEHHBIX CUCMEM 8Ce elye He pewend. M3eecmno, umo 0annas npobiema npusHana
MHO2UMU IKCREPMAMU AKMYATbHOU U 8ANHCHOL.

CywecmeeHHbIM  He2amueHbIM  (AKMOM  SIGISAeMCsL  COXPAHEHUe HNPAKMUKU TeKyue20 pasz0eibHO20
oyenusanus 08yx cywrocmei — UT u UB, umo He 8 nonHol mepe obecneuugaem oOnmuMaibHoOe peulenue
nocmaesnieHHol evlie npobaemvl. B npedcmasnennoii pabome 0aemcst Kpamxutl 0030p Cyuecmeyouux
n00X0008 OYeHKU 3auuieHHocmu npomviiunenuvlx cucmem. Chopmyauposanuvle pekoMeHoayuu Mocym
ObIMb NPUMeEHeHbl OISl COBEPULEHCMBOBARUS CYUECMBYIOWUX U CO30AHUSL NePCIEKMUBHBIX PeuleHUli 01
obecneuetuss 6€30NACHOCMU NPOMBIULIEHHBIX CUCMEM, 8 MOM YUCie U NPpU obecnedyeHuy HayuoHAIbHO20
yupposoeo cysepenumema.

Knoueswie cnosa: qubOpMCZL;MOHHa}Z 6€SOI’ZCZCHOCI’nb, npomvlUuliieHHas cucmema, MeHeOoHcMenm puckos,
Mepbl 3auiunivl, OYeHKa CoOomeeniCmeusl.

Juewuy Hnoa Hocugosuy — 0-p mexn. nayk, ynusepcumem UTMO.
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Livshits I.1. Investigation of industrial system security assessments

Recent years have seen two extremes in the organization of industrial systems protection: the application
of incompatible information security tools not affecting the basic IT infrastructure, and the
implementation of various total isolation modes such as, e.g., Zero Trust architecture. Analytical reports
from world experts increasingly inform about closing new critical vulnerability gaps, but the industrial
systems security threat is still a challenge. An important negative factor is the existing practice of
separate assessment of IT and information security. Against this background, the paper reviews the
existing approaches to industrial systems security assessment. The author’s recommendations may
improve the existing solutions and develop new ones for industrial systems security, in particular, to
ensure the national digital sovereignty.

Keywords: information security, industrial system, risk management, protection measures, conformance
evaluation.



