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HpOﬁJIEMbI BBISIBJICHUSI U OTPAKCHUA KnﬁepaTaK Ha I/[H(l)OpMHIIHOHHLIe CUCTEMBI

Paccmompena npobnema obnapyscenus u obesgpescusanusa kubepamax Ha ungopmayuonuvie cucmemsl (UC), 8
mom uucie 6 peanvHom epemenu. Ilpusooamcsa cospemennvle cucmemvl OOHAPYICEHUA U NPEOOMBPAUeHUs
smopowcenuti (amax) ¢ HC, exwouas cucmemvl UHMELIEKMYATbHO20 aHanu3a yepo3. Onucvlearomcs HeKomopule
acnekmol no 0OYUEHUI0 CReYUAIUCmos 6 oonacmu urngopmayuonnol 6ezonacnocmu (UB), exniouas on-line-mpenuneu ¢
UCNONb308AHUEM UHHOBAYUOHHO20 Kubepnoauzona Ampire. Cucmema no3eonsiem Y4acmMHUKAM MPEHUH2A KAK
BbIAGIAMb  UHYUOCHMbL UHPOPMAYUOHHOU OE30NACHOCMU, TAK U ONEPAMUBHO Pedasuposamv HA HUX, 3aKpbleds
yazeumocmu 6 UC.

Kniouegvie  cnosa:  obuapyscenue u  obesgpedcusanue  Kubepamarx, — UHOOPMAYUOHHbIE — CUCHEMbI,
UHMENNEeKMYAIbHBLI AHAU3 Y2PO3, KUOEPNOIUSOH, 0bYUeHue.

Bacunvee Hukonaii Ilemposeuu - kano. mexw. nayx, ooyenm, ooyenm kageopwr Kb-1 «3awuma ungopmayuuy
MUPDA — Poccuiickoeo mexnonozuyeckozo ynusepcumema (PTY MUP3A),

Deunos Anexcanop Banepvesuu — cmapuiuii cneyuanucm uHgopmayuonHol 6e3onacuocmu

AO «llepcnekmugHulii MOHUMOPUH2Y.
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Vasiliev N.P., Fefilov A.V. The problems of detection and repulsion of cyberattacks against information systems

The problems of detecting and repulsing cyberattacks against information systems, in particular, in real time is
discussed. State-of-the-art detection and repulsion system including intelligent threat analysis systems are presented.
Some aspects of cyber security specialist training are outlined, including on-line trainings with innovative Ampire
Cyber Polygon. The system enables the detection of cyber incidents and timely response to them for neutralizing
security vulnerabilities.
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