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UH. Jluswuy (Ynueepcumem UTMO)

K BOITPOCY OHEHNBAHUA BE3OITACHOCTHU NPOMBIIIIVIEHHBIX CUCTEM YIIPABJIEHUS

Ipobrema obecneuenus 6ezonacnocmu Oisk RPOMBIUIEHHBIX CUCTEM YRPABGTICHUsL UMeent 0d8Hee NPOUCX0JICOeHUe, 6
YacmHOCMU, NEPEble NPUMEPLL NOASUIUCH euje 8 XX 6eKke npu cO30aHUU A8MOMAMUIUPOBAHHBIX CUCEM
ynpasienust 0Jist 06beKmo8 amoMHOU, KOCMUYECKOU U UHbIX ompaciell. Basicho, umo ocobennocmsamu npedvloyuux
pewenutl ObLI0 eOuHoe apXUMEKNypHOe peuleHue — He CYuecmeosaio pasoeibH020 ONpedesieHus CYWHOCmel
UHPOPMAYUOHHBIX MEXHOL02ULL U UHDOPMAYUOHHOU be3onachocmu. B nacmoswee epemst cneyuanucmol
npumensiom 0Jist peuieHus npobiemvl obecnederusi Oe30NACHOCIU MENCOVHAPOOHYIO IKCHepmu3y, noopooHO
usnoocennyio ¢ cmanoapmax IEC (TOCT P MOK) cepuu 61508 u/unu 61511, a maxoice memoowvl obpabomxu
puckos 6 coomseemcmeuu ¢ mpebosaruimu cmanoapmos ISO u ISO/IEC (T'OCT P) cepuu 31000 u/unu 27005.

B cmamuve npeonoscerno npu obecneuenuu 6€30naCHOCMU NPOMBIUTEHHBIX CUCTHEM YNPABTEHUS PA3TUYHO0
HA3HAYEHUs YHUMbIBANb HECKOIbKO ACHEKNO8, 8 MOM YUCie: 3A0aHHoe Dbicmpodelicmaue, Menoobl
NOOMEEPIHCOCHUSL COOMBEMCMBUSL, POPMUPOBAHUSL OYEHOK OCMAMOYHBIX PUCKOS U UHBIX UCHUCTUMBIX OYEHOK.
Ipeonooiceno obpamume nepsocmenenHoe BHUMAHUE HA PA3GUMUE HOOX00d «OM (PYHKYUOHAILHOCMUY, NPU
KOMOpom (popmuposanue u pewierue npooiemvl HAYUHAeMcs 8 MO MOMEHN, K020a npou3eooumenb cozoaenm
cneyu@urayuro Ha paspabomKy RPOMbIUAEHHOU CUCIEMbl YRPABIEHUS, BKIIUAIOWYI0 MpebosaHs
DYHKYUOHATbHOU 6e30nacHocmu, U daiee NPpo8oOUNn OYeHKY NO YCMAHOBNIEHHbIM U U36ECHHBIM MPe6O8AHUAM
oosepusl.

Kniouegvie cnosa: 6e3onacHocms RPOMbIUILIEHHBIX CUCIEM YRPABGIEHUsl, PUCK, MPeb08aHUsL (DYHKYUOHANLHOL
bezonacnocmu, mpeboganusi 006epusi, KUbepUHYUOeHm.
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Livshits I.1. On the assessment of cybersecurity of industrial control systems

Cybersecurity aspects to be allowed for in various control systems are discussed. These include specified response
speed, compliance certification methods, residual risk assessment, and other measurable indicators. The paramount
attention should be paid to the development of the functionality-oriented approach. This means tha the task
formulation and accomplishment starts when the developer creates the specification of the future control system
including functional security requirements with the subsequent assessment based on the established and known
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confidence requirements.

Keywords: industrial control system security, risk, functional security requirements, confidence requirements,
cyberincident.



