Aemomamuszayusn 6 npomvtuinennocmu 2022, Nel(
www.aviprom.ru

DOI: 10.25728/avtprom.2022.10.09

C.U. XKypasnes (PTY MUPDA), A.A. Cuoax (OOO «llenmp 6e3onacnocmu ungopmayuuy),
B.B. Kaoomxun, B.A. Mameuenxo (PTY MUP3A), I.A. Cuoax (MI'OTY)

HOpMaTI/IBHO-MeTOIlI/l‘leCKl/Ie ACMEeKTHI MOHUTOPHUHIA 0e30ImacHOCTH ABTOMATH3UPOBAHHBIX an)opMaunonnux
CHCTEM B IIPOMBIIIJICHHOCTH

Hunamuunoe pazeumue u pacnpocmpanenue asmomamusupo8aHHbIX UHGHOPMAYUOHHBIX CUCIMEM @ PAZTIUYHBIX
OmMpacsx npou3B0OCMEEHHOU OesiMeIbHOCIMU NPUBOOUN K PUCKAM HOBbIX Yep03 UHpopmayuonHol 6ezonachocmu. /s
3auumsl KOHOUOCHYUANLHOU UHGOPMAYUU, NEPCOHANLHBIX OAHHbIX, UHGopmayuu, obpabamuvieaemoti 6 ACYTIT
KpUMUYECKU 8ANCHBIX 0OBEKMO8, 8 20CYOUPCMEEHHBIX UHMOPMAYUOHHBIX CUCIEMAX NPUMEHSIENCSL WUUPOKAs
HOMEHKIAMYpa cpedCma 3auumbl UHDOPMAyUuL, pearu3yrouux ROIUMUKU ynpasienus 00Cmynom u HhopmMayuoHHbLMU
nomoxamu. Ilpu smom 6 6Udy CIOANCHOCIU U MACUMADHOCIU COBPEMEHHBIX UHDOPMAYUOHHBIX CUCTHEM U
UHPOPMAYUOHHOU UHDPACTNPYKIYDbL 8 YELOM 8ANICHOE 3HAUEHUE NPUOOPEMAIOm CUCIEMbl MOHUMOPUHEA
ungopmayuonnou bezonacrnocmu. B nacmosiwee apems pe2yisimopHas 6a3a 0esmenibHOCmu N0 MOHUMOPUHZY MOTbKO
dopmupyemcs. [losmomy npoyecc pazgumust HOPMAMUBHO-MEMOOULECKUX ACNEKNO8 MOHUMOPUHEa 6e30naAcHOCMU
00bEeKMOo8 UHPOPMAYUOHHBIX CUCTEM, 8 MOM HYUCTE UCNOTLIYEMbIX 8 NPOMBIULEHHOCIU, NPEOCMABIsiem HAYYHbLI

U IPAKMUYECKULL UHmepec U 6JIsLeMcsl RPeOMemoM PACCMOMPEHUsL 8 HACMOosujell cmamae.

Kniouegvie cnosa: asmomamusuposannas uHGOPMAYUOHHASL CUCTEMA 8 NPOMBIUIEHHOCIU, UHMOPMAYUOHHAS
cucmema, HOPMAMUBHO-MEMOOUYECKUTL ACNEKM, MOHUMOPUH2, UHYUOEHM, UHHOPMAYUOHHASI Oe30NACHOCMb, COObIMUE
bezonacrocmu.
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Fast development and dissemination of automated information systems in various industries are associated with new
information security risks. To protect confidential information, personal data, information processed in process control
systems of critical industrial facilities, and governmental information systems a variety of information security tools are
used, which implement access control and information flows policies. At the same time, due to the complexity and the
large scale of modern information systems and information infrastructure as a whole, the use of control tools and,
above all, information security monitoring systems is gaining the importance. Currently, the regulatory framework for
monitoring activities is being formed. Therefore, the development of regulatory and methodological aspects of security
monitoring of information systems including the ones used in industrial automation, is of scientific and practical
interest. These problems are overviewed and discussed in the article.
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