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K Bonpocy ynpaBiaenus ysa3BuMocTsiMu B komnoHentax ACYTII

Ipusedena cmamucmuxa 06 uzeecmuvix kubepamaxax na xomnonenmol ACYTII u cywecmayrowue mepoi
npomusooeticmausi. Ommeuaemcs, 4mo coepemeHHble N0OX00bl U3EECIHBIX NOCMABUUKOE CPEOCME 3AUUNbL
uH@OpMayuLU He NO360IAIOM 6 NOJHOU Mepe 0becneyums npuemiemblil ypogens 3aujumol komnonenmog ACYTII no
npUdUHEe HeNPUHAMUSL 80 GHUMAHUE METNO008 MEHEONCMEHMA PUCKOS.

s nosviwenus yposms 6ezonacnocmu komnonenmog ACYTII npeonooiceno npumensms cogpementble Canoapmul 6
obnacmu QYHKYUOHANLHOU HE30NACHOCIU U MEHEOICMENMA PUCKOS, UIMO NO36OSEM 86eCIiL 6 0DOPOM YUCTIEHHbLE
OYeHKU 3a0aHHO020 YPOGHs NOTHOMbL bezonachocmu. TIpednosiceno maxice npumMensime eOuHblil NOPSLOOK OYEHKU
coomeemcemaus kax komnonenmog ACYTII (nanpumep, no cmandapmam I'OCT P MOK cepuu 61508 u 61511), max u
npeonazaemvix cpedcma 3auwumol ungopmayuu. Kpome mozo, nacmosimenvno pekomeHOyemcst GHecmu 8 npoyedypul
ynpasnenust yazeumocmsamu 6 komnonenmax ACYTII cospemennvie npakmuxu MeHeONCMEHMA PUCKOS8 (Hanpumep, no
cmanoapmam I'OCT P HCO/MOK cepuu 31000/ 31010).

Knrouesvie cnosa: yazeumocmu, kubepamaxu, cpeocmaa sawumst ungopmayuu, ACYTII, cmandapmol,
@yHKYuOHANbHAS O€30NACHOCb, MEHEOIHCMEHM PUCKOB.

Jluswuy Unesa Uocughosuy — 3-p mexH. HayK, npogheccop ¢parkynemema OEUT, yHusepcumem UTMO.

CnHcoK JuTepaTypsl

1. Livshitz I.1., Neklyudov A.V., Lontsikh P.A. 1T security evaluation — “hybryd” approach and risk of its
implementation // Journal of Physics: Conference Series. 2018. V. 1015. 4. P. 042030.

2. Jluewuy M Y. TlpakTrka ynpaBiieHHs: KHOEpprUCKaMy B HE(TEra30BbIX MPOSKTaX KOMIIAHUN XOJIIMHIOBOTO THIA //
Bomnpocs kubepoesomacHoctu. 2020. Nel1(35). C. 42-51.

3. Jluswuy U.U., Hexniooos A.B. Metonnka ONTAMH3AaLIUH IPOTPaMMBI ayAUTOB HH(OPMAIIMOHHOM Oe30macHoCTH //
KommnekcHas 3amra uaopmarun: Tp. XXII aayuno-npaktudeckoit koHpepermn. HoBomomonk: ITomomkmii
rocyIapcTBeHHbIN yHUBepcuTeT, 2017. C. 135-139.

4. Jluswuy M. M. Metox onenuBaaus 6e30macHOCTH 001agHbIX V' T- KOMIIOHEHT IO KPUTEPHUSAM CYIIECTBYIOIIIX
cranpapros // Tpyast CIIMMPAH. 2020. T. 19. Ne 2. C.383-411.

5. Jluswuy M.H. K Borpocy obecriedeHns: 6e30MacHOCTH MPOMBIIIICHHBIX cucTeM // Hay4HO-TeXHUYECKUi BECTHUK
nH(pOPMALMOHHBIX TEXHOJIOTHH, MexaHuku 1 onTuku. 2021. T. 21, Nel. C. 1-14.

Livshitz I.I. On vulnerability control in process control components

The paper presents the statistics of the detected cyberattacks against process control components and the available
countermeasures. It notes that the present-day approaches of well-known vendors of information security hardware do
not ensure the admissible level of process control security because risk management methods are not allowed for. To
overcome this challenge, the paper proposes to apply present-day standards in the field of functional security and risk
management. This will allow to apply numerical estimates of the specified safety integrity level. It also suggests to apply
the unified assessment order for process controls compliance (e.g., IEC 61508 and 61511 series) and the proposed
information security tools. Furthermore, the author argues for introducing present-day risk management practices
(such as IEC 31000/ 31010) into the procedures of vulnerability management in process control components.
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