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IIpobJieMHBbIe BONPOCHI MOMCKA YSI3BUMOCTEl B IPOrpaMMHOM olecnieyeHuH npombiiieHHbIX UT-ycTpoiicT

Paccmompena npobnema nebe30nacho2o npoepammuo2o 00ecneyenuss, UCHOIb308aHUe KOMOPO20 NPUBOOUN K
peanuzayuu yepo3 uHGOpMayuonHot u Kubepbesonachocmu. B xauecmee 00H020 U3 MexaHuzmMo8 npeoomspayeHusl
BO3MOJICHBIX ~ HEONA2ONPUSMHBIX  NOCICOCMBUL  PACCMAMPUBAECMC  NOUCK  YA36UMOCME 6 Kode Npo2pamm
npomviunennvix 1T-yempoiicms. Ha ocrnoéanuu asmopckozo onvima u APOAHAUSUPOSAHHBIX NYOIUKAYUL 6blOCTIeHbl
nsames NPoOIeMHBIX BONPOCOS, BOZHUKAIOWUX U3-3d HEOOCMAMOYHOU UCCIEO08AHHOCU NPEOMEMHOU 00iacmu u
OKA3BIBAIOWUX CYUIECNBEHHOE GIIUAHIUE HA NOUCK MAKUX YA36UMOCHEl 6 KOHINEKCIe CLOJNCHOCMU PeueHUst CLe0yIouux
3adau: 6vlOop cnocoba noucka, 006X00 3auUmMbl OM AHAIU3A KOOA, NpedCmasieHue Ys36UMOCMmell, OYEeHKA
aghgpexmusHocmu noucka, yuem Hexknaccuyeckux 3@gexmos u gopmanuzayus. s Kaxrcoo2o npooOIeMHO20 80NPOCa
VKA3AHbL 603MONCHOCIU NPUMEHEHUSL UCKYCCMEEHHO20 UHMELLeKMA.

Kniouesuie cnosa: ysazeumocms, npocpammuoe obecneuenue, UuHGOPMAyuoHHas u kKubepoe3onachocmy, npooiemMHule
B0NPOCHL, NPOMBIULIEHHbIE YCIMPOUCMEA.
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Leonov N.V., Buinevich M.V. The challenges of vulnerabilities scanning in the software of industrial IT devices

The paper discusses the problem of insecure software, whose use results in the implementation of information and
cybersecurity threats. The search for vulnerabilities in the software code of industrial IT devices is considered as a
possible mechanism for preventing possible destructive consequences. Based on authors’ experience and the analyzed
publications, five challenges are identified, which are posed by the insufficient research of the subject area and have a
significant impact on the search for such vulnerabilities in the context of the complexity of solving the following tasks:
selection of the search method, bypassing protection from code analysis, vulnerability representation, evaluation of
search efficiency, consideration of non-classical effects, and formalization. For each challenge, the possibilities of
applying artificial intelligence are indicated.
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