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ABTOMaTI/BaIIl/ISI pa3p360TKl/l U TECTHPOBAHUSA Ill/l(l)pOBI)lX CHUCTEM CBSI3H C MHOFO}’pOBHeBOfI apaneKTypoifl

Paccmompenvt 6onpocul nocmpoenus apxumexmypol yu@dposuix cucmem ces3u, KOmopbwie 00IACHbL COOMBEMCNEO8AMb
8bICOKUM MPedOBAHUAM K PADOMOCNOCOOHOCU 6 YCII08UAX 603HUKHOBEHUA 0MKA308 U cboes. [Ipedcmasnenvi
mexHuyecKue pewerus no pearu3ayuy nPOPAMMHBIX U ANNAPAMHBIX CPeOCms, 0Decneyusawux 3auumy om
yaseumocmeti 8 YuGhposom KOHMype CUucmemsl Ha ANNAPAMHOM U NPOSPAMMHOM YPOBHSX, A MAKHCE HA YPOBHE
KOHMPOJIA paouocuenanos. [lpeonazaemcs binoaHAmMb MeCMUPOBarue NPOSPAMMHO-ANNAPATHBIX KOMIIEKCO8 HA
OCHO8€ UMUMAYUY HEUCNPABHOCIMEL C UCNOTIb30BAHUEM BEPOAMHOCHIHBIX OYEHOK COCTNOSHUSA CUCEMbL OJIAL CYHCEHUS.
obaacmu noucka degexmos.

Kniouesvie crosa: L;uqbpoebze cucmembul cesisu, mecmupoeaHue HO, umumayus HeucnpaeHocmeﬁ, npoecpammno-
annapamnbzﬁ KOMnNJeKce, qu)opmaquHHa}z bezonacHocme.

Ilankoe /lenuc Anamonvesuu — kano. mexu. nayx, compyonux AO « OHUUIIy, cmapwui npenodasamens Omckoeo
2ocyoapcmeentnozo mexuuueckozo yHueepcumema (Oml'TY),

Ilanxoe Hnvsa Anamonveeuu — acnupanm Oml'TY,

Jenucosa JInomuna Anvbepmosna — 0-p mexH. Hayk, npogpeccop OmI'TY.
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Pankov D.A., Pankov I.A., Denisova L.A. Automation of development and testing of digital communication systems
with reference to layered architecture

The paper discusses the architecture of digital communication systems, which must meet extended requirements to
operability under failures and malfunctions. Engineering solutions on the implementation of hardware and software
ensuring the protection against the vulnerabilities in the system’s digital circuit at both levels as well as at the radio
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signal control level. Hard-/software systems will be tested by simulating possible failures using probabilistic
assessments of system’s state for reducing the defect search area.

Keywords: digital communication systems, software testing, fault simulation, hard-/software system, information
security.



