Aemomamuszayusn 6 npomviuinennocmu 2023. Ne()9
WWw.avtprom.ru

DOI: 10.25728/avtprom.2023.09.08

Jluswuy U.H. (UTMO)

AHaau3 npouecca NoAroTOBKM CNeNMAJINCTOB B 00,1aCcTH HH(POPMAIMOHHOMH 0€30NaCHOCTH

Ilpobrema xauecmeenHoll NOO20MOBKU CREYUATUCIIO8 8 00AACMU UHDOPMAYUOHHOU HE30NACHOCIU 8 HACmOosyee
8peMsL npedCmagIsAemcsi aKmyaIbHOU ¢ YYemoM U36eCmHbIX UHYuoeHmos xomnpomemayuu HMT-ungpacmpykmypol
KPYNHBIX KOMAAHULL U SIGHO20 HEOOCMAMKA KEANUDUYUPOBAHHBIX CREYUATUCO8, CNOCOOHbIX OKA3amb OOCMOUHOe
npomugooeticmeue. I1o oyenkam psaoa dKCNepmos 8 Hacmosiyee 8pems Habo0Aemcs CyuecmeenHvlll deuyum Kax
O0OCMYNHBIX KEANUDUYUPOBAHHBIX CHEYUATUCTO8, MAK U KPUMUYECKAsT CUMYAyusi ¢ G03MOJICHOCbIO 6eOYUUX
mexnuueckux 8y308 P® cywecmeenno napacmums 6binyck maxkux cneyuaiucmos 6 COOmMEenmcmeuu ¢ KOHMpoabHbLMU
yuppamu npuema. Ilpu evibope sapuanmos peuwienusi YKa3aHHoU npooiemvl KpatHe 6aAdiCHO NPUMHSIMb 60 GHUMAHUE
VPOBEHb KA4ecmea «BbINYCKAEMbIX» CHEeYUaIucmos, 4mobvl npu YeeiudeHuu KOHMPONbHbIX YUPp npuema 6y3vl
2apanmuposan  ONpeoeéHHbIl  YPOGeHb NPUSHAHUSL CGOUX Ouniomos. Ilposeden amamuz BKP macucmpos,
obyuarowguxcss no npoepamme 10.04.01 «Hupopmayuonnas OezonacHocmey 6 acnexkme NOCMAGIEHHOU NPOOIeMbl:
OmMpadicenvl HECKOLKO NPUMEPOS OMIUYHO20 GbINOAHEHUs pabom Ol «UHOYCMPUU» U KOHKPEMHble NPUMEPbI PUCKOS
BbINOJIHEHUS. IMUNOBBIX (UADIOHHBIXY PAOOM.

Kniouesuvie cnoea: npocpamma obyuenus, ungopmayuonnas 06e30nACHOCHb, CREYUANIbHOCHb, IPPeKmusHoCmy,
Mepbl 3auumel, pUCKU, OYeHKa COOMEenCmeausl.
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Livshits I.I. Analysis of the training process of information security specialists

High-quality specialist training in the field of information security is highly relevant in view of the known attacks
against IT infrastructure of major companies along with lack of qualified specialists able to resist such attacks. Based
on various expert judgments, we currently face both the lack of available qualified specialists and the impossibility of
the Russian higher school to increase the turn-out of such specialists to the target levels. The growing number of
graduates must not conflict with the level of training that should be guaranteed by the universities. Against this
background, the analysis of master’s theses of information security specialists is undertaken. It shows several excellent
specimens done for industry along with the examples of risks associated with banal standard works.

Keywords: training program, information security, speciality, effectiveness, protective measures, risks, conformance
evaluation.





