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KOMMyHI/lKaHl/IOHHLle NMPOTOKOJIbI (l)YHRIIHOHaJILHOﬁ 0€30MacCHOCTH B l'lpOMbIIIIJIeHHOﬁ AaBTOMAaTHU3allUHA

Poccutickas  npomviuunennocms  akmusHo  pa3eUEAEmcsl, U  NPOU3BOOCMBO  NPOSPAMMUPYEMBIX  OSUYECKUX
xkoumpoanepog (IIVIK) ne sensiemes uckmouenuem. Kax uzeecmmno, ocnosuvie npouzeooumenu sapyoexcuvix I1JIK yuuu
u3 Poccuu, u y MHO2UX NPOU3600CME NOABUIACH 300a4d 3AMeHbl UHOCMPAHHO20 000py008anus. Pocculickutl pbiHOK
Modcem npeonodicums omewecmeennvle IIJIK, HO npobrnema saxnouaemces 6 mom, umo 6 Poccuu npakmuuecku nem
HUIK, cepmughuyuposannvix 6 coomeemcmeuu ¢ mpeboSaHUAMU CMAHOAPMOE QYHKYUOHATbHOU 0e30NACHOCMU 8
nabopamopusx, umerowux muposoii asmopumem, maxux xkax TUV SUD Rail GmbH, Exida u op. Ilpu smom ceiiuac
cepmugurayusi 8 Makux 1a00pamopusix HeBOIMONCHA U3-3a cankyutl. B cessu ¢ amum, mHozue npouzeooumenu 1IJIK
00pawalomest 8 poCCutickue KOMNAHUU N0 CEPMUPUKAYUL, KOMOPbLE 2apaHmMupyIiont npoxoicoeHue 000po8oIbHOU
cepmugpuxayuu 6 meuenue Heckoabkux neoenv. 3axazuuxu IJIK, éuds nanuuue cepmughuxama, noomeepricoaioueo
coomeemcmeue yposuam SIL 1-3 (VIIb 1-3), yeepenvl 6 coomeemcmsuu npuoopemaemozo 0060pyo0osanus
HeobxooumbiM mpebosanuam. K coowcanenuro, na mexyuui MOMeHmM 3MO 4ACMO He Mak, U HeobXooumo obradame
ONnpeoenénHbIMU 3HAHUAMU, YINO0Obl 8bIABUMb MU Hecoomeemcmeus. B oaumnoii cmamve pazoupaemcs ooHa u3
BAdICHEUWUX cOCMABIAIOWUX yHKkyuonamviou dezonacnocmu ITJIK — Kommynukayuonuvie npomokonsl 0isi 06MeHa
OGHHBIMU, CEA3AHHBIMU C Oe30nacHOCmbIo. B cmambe nokaszvieaemcs pasHuya mexncoy cmanoapmHuiMu npomoKoIamu
U NpomoxonamMu (QYHKYUOHAILHOU ©be30nacHocmu, pazoupaemcsi 0OMeH OAHHbIMU 6 NPUOOPHBIX CUCMEMAX
be30nacHocmu 8 NPOMBIUIEHHOU A8MOMAMU3AYUU,; PACCMAMPUBACTCS COOMEEMCMEUE NPONMOKOI08 00MEHA OAHHbLMU
mpebosanusm QYHKYUOHATbHOU Oe30NACHOCMU HA OCHOBAHUU KAYECMEEHHO20 U KOAUYECBEHHO20 AHANU3A
KOMMYHUKAYUOHHBIX OUUOOK.

Kniouegvle  cnosa: — KOMMYHUKAYUOHHLIL — NPOMOKON, — KOMMYHUKAUUOHHBIL — VYPOBEeHbL  OE30nacHocmiu,
npoSpamMmupyemulil 102UYeCKuil KOHMpOIIEp, YpoeeHb noaHomsl OezonacHocmu, SIL, KOMMYyHUKayuoHHble Mepbl
bezonacrocmu.

Pozosa Enena Cepzeeena — kano. mexu. HAYK, uHicenep no gyuxyuonanvhou bezonachocmu, AO « TPOU».
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Rogova E.S. Functional safety communication protocols in industrial automation

Russian industry is actively developing, and the production of programmable logic controllers (PLCs) is no exception.
As is known, key manufacturers of foreign PLCs have left Russia, and many production sites will need sooner or later to
replace foreign equipment. The Russian market can offer domestic PLCs but almost none of them is certified in
accordance with the requirements of functional safety standards in laboratories with global authority, such as TUV
SUD Rail GmbH, Exida, and others. However, certification in such laboratories is now impossible due to sanctions. In
this context, many PLC manufacturers address Russian certification companies, which guarantee voluntary
certification within a few weeks. PLC buyers of SIL 1-3 products are confident that thus certified equipment will meet
the necessary requirements. Unfortunately, this is often not the case, and it is necessary to have certain knowledge to
identify the discrepancies. Against this background, the paper discusses a key component of PLC functional safety:
communication protocols for exchanging safety-related data. It shows the difference between standard protocols and
functional safety ones, examines data exchange in safety instrumentation systems, and reviews the compliance
of communication protocols with functional safety requirements based on qualitative and quantitative analysis of



communication errors.
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