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U JTuswuy (Ynueepcumem UTMO)

HccienoBanne BIHMSIHMSA «HAJOKEHHBIX» Mep 3alIMTHI HAa OLIGHKY YPOBHS NMOJHOTHI ()YHKIMOHAJTBHOM
0e3omacHOCTH /151 00beKTOB KPUTHYECKOH HHPOPMAIMOHHOI HHPPACTPYKTYPHI

B nacmosuwyee epemsi npobnema obecneuenus 0Oe3onacHocmu 00BEKMO8 KPUMUYECKOU UHQOPMAYUOHHOU
unppacmpyxmyper (KUH) npusnaemcs akmyanvHoll 8 cuny u36eCmHuuix UHYUOEHMO8 U KOMUPOMEMAayuu KOMNOHEHMOS
ACVTII. Dxcnepmuoe coodujecmeo npusHaem Heo0OX0OUMOCMb OYEHKU VPOBH NOJIHOMbL  (DYHKYUOHATLHOU
bezonacrnocmu (YIIB) kax uucienHo mepol, npueooHot 0 popmuposanus bezonacrhocmu 0 komnonenmog ACYTII
Hszeecmmno neckonvko nooxo0oe ons obecneuenus bOezonacHocmu obvekmog KUU, cpedu komopwix evloenum 08d
ocnosHuvlx — pacuem VIIB onst komnonenmos ACYTII u popmuposanuisi Ha 0CHOBAHUU IMUX OAHHBIX YUCTEHHOU 0bwell
oyenxu Qynkyuonarvhotl dezonachocmu (by design) u nooxo0 npumeHeHusr «HALONCEHHBIXY (OONOTHUMENbHBIX) Mep
3auumel, NPU3BAHHBIX 0OeCneyums mpeoyemvlil pe2yisimopami yposehs 0e30nacHOCmU OJisk ROMEHYUAIbHO YSI36UMbIX
komnonenmos ACYTII. B npeocmasnennou nyoauxayuu npeonazaemcsi HO8Asi MemoouKd, NO360NAI0WAs OYEHUMb
bezonachocmov 6cex obvexmos KHUH 6 mepmunax VIIB — kax ecmpoennvix @yukyuti OezonacHocmu, max u
«HANOJICEHHBIXY Mep 3auwumsl. B kauecmee nogou memoouku npednazaemcs evinoaname paciem YIIB na ocnoganuu
TOCT P MOK (IEC) cepuu 61508 uepes ¢hopmuposanue pacuemunozo 3Hauerust 6epOSmMHOCHU ONACHBIX OMKA308 HO
sanpocy (PFDavg).

Kniouesvie cnosa: ¢ynkyuonanvnas 6OezonacHocms, yposenb HNOIHOMbL 0E30NACHOCMU, CcuUcmemd, 00beKm
KpUmu4eckou uH@pacmpyKxmypul, ayoum, HA0eNCHOCMb, AHAIU3 PUCKOS8, OCMAMOUHbI PUCK, KHATOJCEHHbIE» Mepbl
3auumel.

Juewuy Hnoa Hocugposuu — 0-p mexu. nayx, npogpeccop npaxmuxu, Yuusepcumem UTMO.
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Livshits L.I. Investigating the influence of imposed security measures on the estimate of safety integrity level for
the objects of critical information infrastructure

Ensuring the security of objects of critical information infrastructure (CII) is still relevant because of the known
recent incidents and the compromise of process control components. The expert community acknowledges the
need for evaluating the safety integrity level as a quantitative measure suitable for security development of process
control components. Several approaches for ensuring CII object security are available, which include two basic
ones. The first one presumes SIL calculation for process control components with subsequent development of the
quantitative overall functional security (secure by design), the second one is based on imposed (additional)
security protection measures aimed at ensuring the mandatory security level for potentially vulnerable
components. The paper offers a new procedure enabling the assessment in SIL terms of all CII objects including
both embedded security functions and imposed protection measures. It proposes to evaluate SIL on the basis of
IEC 61508 through calculating the average probability of failure on demand (PFDavg).

Keywords: functional safety, safety integrity level, system, object of critical information infrastructure, audit,
reliability, risk analysis, residual risk, imposed security protection measures.





