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Bpenonocnoe I1O: ncciienoBanne NoBeIeHHs! H KAHAJIOB PACHPOCTPAHEHHS

Paccmompeno, kaxue munvl 6pedOHOCH020 npozpammnozo obecneuenus (BIIO) uawe ecezo ucnonvzyiomces 6
KUbepamaxkax, a maxoice no KakuM KaHaiam 310YMblUAeHHUKU 00CMAGIsom epedoHocsl. Ilpuseden ananusz oelicmeuil
8pE0OHOCHLIX npocpamm, smu Oeticmeusi conocmasienvl ¢ mexuuxamu MITRE ATT&CK. Ilpeonoowcenvt mepul,
KOmopble NOMO2YH 3auUmumscs. 0m amaxk ¢ ucnonvzosaruem BIIO.

Knrouesvie cnosa: epedonocHoe npozpammHoe obecneuenue, Kubepamaxu, Kubepsawuma, ne2umumHsle QyHKYUU
ONepayuoHHOl cucmemsl, IeKMPOHHA NOYma, wugposansuwuxu, wnuorckoe 110.

Bacvinun Hukuma Anekceesuy — ananumux ucciedosamenvckoul epynnut Positive Technologies.
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Basynin N.A. Malware: investigation of behavior and dissemination channels
The paper investigates malware types most frequently used in cyberattacks and its most popular delivery channels.
Malicious actions are analyzed and compared to Mitre Att&ck techniques. Measures to be taken for malware

prevention are proposed.
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