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B.B. Mokycos (KAUB)

Metoa cuHTe3a MOAYJIHLHON apXHUTEKTYPbl OPraHN3alHOHHO-TEXHUYeCKOii cucTeMbl Kiaacca «AC3N»

Hccneoosana abcmpaxkmuas uuwmecpuposannas cucmema 3sawumel ungopmayuu (UC3H) na npeomem ee
BHYMPEHHUX 83AUMOCBA3EU U B3AUMOOCUCNBUL, CHUNCAIOWUX UMO208YI0 IPHEKMUSHOCID 86UJY OMCYIMCIMBUS UX
VHUsepcanvHocmu. Paccmompen npumep MHO203MANHO20 0eCMPYKMUBHOZ0 B030€lCMEUs. HA KOPHOPAMUBHYIO
ungpopmayuonnyio cucmemy (KHUC), «sckpvigaiowuiiy 0CHOBHOe npomusopeuue, 8O3HUKAOUjee NPU NOCMpoeHuu
cospemennvix HC3U. Ilpednoocen memoo gpopmuposanusa mooynei MC3H nymem kameeopuansho2o oenenus Ha mpu
napwl — Jaunvie vs @ynxyus, Yenosex vs Mawuna u Ananuz vs Cunmes. Cunmesuposana cxema, cUnomemuiecku
onucuvisaowas ece UHPOpMayuoHHo-mexnuyeckoe g3aumooeticmaue mooynei UC3HU, ocobennocmuio komopoil
ABNAEMCA  CUHXPOHU3AYUA  DNIeMEeHmo8 Mooenu 3awumuvl ¢ modenamu eHewnux MC3HM, umo noseonsem
nooodepoicusams Best Practices.

Kniouegvie cnoea: xopnopamuenas unH@OpMayuonnas cucmema, MHO20IMANHOe O0eCmpyKmMueHoe o30elicmaue,
UHMESPUPOBAHHAS CUCEMA 3AuUmMbl UHDOPpMAYUL, MOOYIbHAS APXUMEKMYPd, Memoo CUnmesd, Kame20puaibHoU
oenenue, UHPHOPMAYUOHHO-MEXHUUECKOe 83aumMooelicmaue.

Ilokycoe Buxmop Bnaoumuposuu — 3asedyowuil 1abopamopueti KOMAbIOMEPHOU KPUMUHATUCMUKY U
uccnedosanus

npoepammuo2o obecneuenus Hayuonanonoeo uncmumyma pazeumusi 6 cgepe obecneyeruss UHGOpMayuoHHO
bezonacnocmu, [Ipedcedamensy Kazaxcmanckou accoyuayuu ungpopmayuonnoi oezonacrnocmu (KAUB), Anmamel,
Kaszaxcman.
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Pokusov V.V. Synthesizing modular architecture for integrated information security systems

The paper investigates an abstract integrated information security system (IISC) for establishing its internal
interrelations and interactions which decrease the system’s overall efficiency owing to the lack of their
versatility. A case of a multistage destructive impact on a corporate information system is examined. It shows
the basic contradiction underlying the design of present-day IISC. A method for developing IISC modules is
proposed. It decomposes the synthesis task into three categorial pairs: Data vs. Function, Human Individual vs.
Machine, and Analysis vs. Synthesis. A scheme is synthesized, which describes hypothetically the overall
information technology interrelation of IISC modules. This interaction synchronizes security model’s elements
with external IISC models in compliance with the best practices.

Keywords: corporate information system, multistage destructive impact, integrated information security system,
modular architecture, synthesis method, categorization, informational technology interaction.






