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A.H. Koxoynun (IIHUITY)

Hepapxuyeckasi cucTeMa 00HaApYy:KeHHs BTOPKEHUI 17151 0€CIIPOBOIHBIX MPOMBINIIEHHBIX
CaMOOPTraHU3YIOLIUXCS CEHCOPHBIX ceTell

Texrnonozuu 6ecnpPo8OOHBIX CaMOOP2AHUIYIOUSUXCSL CEHCOPHBIX Cemell CMAHOBIMCsL 6ce Hollee
HONYJAPHBIMU NPU PA3PaAbOmMKe U NPOEKMUPOBAHUU CUCTEM YRPABGIEHUSL U MOHUMOPUHEA KAK 0I5 2PANCOAHCKUX,
mak u 0715t 0eHHwlx 00vekmos. Oonarko cyujecmeyem cepvesnas npooiema 6 obecneyenuu UHGOPMAYUOHHOU
bezonacnocmu 0Jis1 CEHCOPHLIX cemell, Pa38epmuvl8aeMblX 6 OMKPLIMOU U He3awuweHHol cpede. B bonvuuuncmee
CyHaes UCNOIb306aHUSL MONBKO AN20PUNMMOE KPUNIMOZPADUUECKOU 3auumbl 0I5l 3aWUmbvl CEHCOPHOU cemu Om
BHEWHUX AMAaK HeOOCMAMOYHO, ROIMOMY YeNeCO0OPAZHO UCNOIb306AMb CUCEMY OOHAPYICEHUS U
npeodomspaujerusi 6mopiceHutl. Bonpocwvl cozoanus maxux cucmem 8 2emepo2eHHbIX 6ecnpo8ooHbIX
Camoop2anu3yrOuWuxcs
cemsix, 00veOUHAIOUUX MHONICECMBO BUOO8 CEHCOPO8 U Y3108 00pAOOMKU OAHHbIX, AGTIIOMCA AKIMYANbHbIMU.

Kniouegvie cnosa: b6ecnpooonvie camoopanu3yiowuecst CeHCopHvle cemu, UHGOPMayUOHHAS
bezonacrHocms, cucmema 0OHAPYHCEHUSL U NPEOOMBPAUEHUS BMOPIHCEHULL, CEHCOP.
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Kokoulin A.N. Hierarchical intrusion detection system for wireless ad-hoc sensor networks

Over the recent years, wireless ad-hoc sensor networks are getting increasingly popular in the design and
development of control and monitoring systems in both civil and military applications. However, information
security of sensor networks deployed in an open and unprotected environment is a serious challenge. In most cases,
using only cryptographic protection algorithms is not enough to protect a sensor network from external attacks;
therefore, it is advisable to use the Intrusion Detection and Prevention System (IDS/ IPS). The development of such
systems in heterogeneous wireless ad-hoc networks combining many types of sensors and data processing nodes is
topical.

Keywords: wireless ad-hoc sensor networks, information security, intrusion detection and prevention
System, sensor.



