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Cnocod BapuaTHBHON KJaccupukanum ya3BuMocTeil B mporpaMMHoM kope. Yacte 1. CrpaTuduxanusa u
KaTeropuajibHoe ieJIeHHe

Pewaemces 3a0aua sapuamuenou knaccugukayuu yszeumocmell NpoSPAMMHO20 Kkodd. B peszyiemame 0030pa
PENeBaAHMHbIX HAYUHBIX pabom Obliu YCMAHOBNIEHbL 2PAHUYbL NPEOMEMHbIX 00aAcmel, a MmakKdice Nuocbl U MUHYCbl
usgecmublx no0x000s. Ilpeonosicen cnocod Kiaccupurayuy, OCHOBAHKbLIL HA NAMU NPEONOCHLIKAX: AGMOMAMU3AYUSL,
9KCHepmHoe MHeHUe, MAWUuHHOe oO0yueHue, HeoOXO00UMOCmb U OOCMAMOYHOCMb OelleHus, paboma ¢ 4Yeno8eKo-
OPUEHMUPOBAHHBIMU OAHHBIMU. YKA3AHbL WA2U NO Peanu3ayu Cnocoba, KOmopbsle no3601510M cO30A6ams NOOX00siuue
KAACCHL U OMHOCUMb K HUM HAUOCHHbLE U 2UNOMEMUYecKue Ya36UMOCHU.

B nepsoti vacmu cmamou Ha npumepe npocpammHozo 0becneyeHus: MmeaeKOMMYHUKAYUOHHBIX YCIMPOUCME ONUCAHbL
nepsvie yemvlpe wiaza cnocodd, a UMEHHO: IKCHEPMHAs CMpamu@ukayus ya3euMocmell, KamezopuaibHoe OelleHue
MHONCECMBA  YA36UMOCMEU HA 2PYRNbl, COCMAGIeHUEe HAOOpPAa KIACCO8 U Nped8apumeibHoe OMHeCeHue K HUM
VA3GUMOCTEU.

Kouesvie crosa: npocpammuoe obecneuenue meneKOMMYHUKAYUOHHBIX YCMPOUCME, VA36UMOCMU NPO2P AMMHO20
K00, a0anmueHas Kiaccu@urayus, Kame2opuaibtblll AHAIU3, MAWUHHOE 00yYeHuUe.

Byinesuu Muxaun Bukmoposeuu — 0-p mexu. Hayk, npo@., npogeccop rxaghedpvl NpUKiIaOHOU MAMEMAMUKY U
ungopmayuonuvix mexuonoeutt Canxkm-IlemepOypeckoeo yHueepcumema 2ocyo0apCmeeHHoU NPOMUBONONCAPHOU
cayoicovt MYC Poccuu,

H3paunoe Koncmanmun Egzenvesuu — kano. mexu. HayK, 0oyeHm Kageopol sauuujernvix cucmem cesasu Cankm-
Ilemepbypecroco cocyoapcmeennoz2o yHugepcumema menekomMmynukayu um. npog. M.A. Bonu-bpyesuua, cmapuiuii
HayuHvlil compyoOHux aabopamopuu npodiem komnviomeprou 6esonacnocmu Canxkm-Ilemepoypeckoco @edepaivhoco
uccrnedosamenvcrkoco yeumpa PAH,

Mameees Braoumup Banaoumuposuu - 0-p mexu. Hayk, npogh., npogpeccop kageopvl 3KOHOMUHECKOU 6€30NACHOCMU
Canxm-Ilemepbypeckozo 2o0cy0apcmeeHno20 IKOHOMULECKO20 YHUBEpcumema,

Ilokycoé Buxkmop Bnaoumuposuu - npedceoamenv Kazaxcmanckoii accoyuayuu ungpopmayuonnoii bezonacuocmu,
Anmamwt, Kazaxcmarn.
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Buynevich M.V, Izrailov K.E., Matveev V.V., Pokusov V.V. A method for variative classification of vulnerabilities
in program code. Part 1. Stratification and categorization.

The problem of variative classification of vulnerabilities in program code is solved. Based on an overview of related
scholarly articles, the boundaries of subject areas were determined as well as the merits and drawbacks of known
approaches. This implied a new classification technique based on five prerequisites: automation, expert judgements,
machine leaning, necessity and sufficiency of division, and human-oriented data processing. Actions to implement the
technique are proposed, which allow to develop suitable classes and sort the vulnerabilities both detected and possible.
In the first part of the article, with an example of telecommunication device software, the first four steps are described,
namely: expert stratification of vulnerabilities, categorization of the set of vulnerabilities, classification and preliminary
sorting of vulnerabilities.

Keywords: telecommunication device software, vulnerabilities in program code, adaptive classification, categorical
analysis, machine learning.





