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Opranusanus 3aMThl HHGOPMALMH B 1elIEeHTPAJIM30BAHHOM cepBHCce 00JIaYHOr0 XpaHeHusl U 00padoTKu
KOHTEHTA

Paccmompenvr npunyunel opeanusayuu cucmemsl 3auumol UHGOPMaYUY 8 OeYEHMPATUZ0BAHHBIX CEPBUCAX 0ONIAYUHO20
Xpanenusi u gpluucienuti. Ilpu smom npeononazaemcsi, 4mo 3mom cepeuc GYHKYUOHUpYyem noo YnpaeieHuem
0eYeHmpanu308aHHOL ABMOHOMHOU OpeanU3ayuY ¢ OMKpuimoim (NPeonorazaiowum c80600HbI 6X00) YUACTIUECM.
Heyenmpanuz06anislii cepsuc 00Ia4HO20 XPAHEHUsL U bIHUCLCHUL paccmampusaemcs na npumepe npoekma TheOoL —
VHUBEPCATBHOU PACNPEOeNeHHOU 0eYeHMPAIU308aAHHOU ONePAYUOHHOU CUCTEMbL, NPEOHA3HAYEHHOU 015 3aUUmbl
pacnpeodenennvix guiyucienuii. Cucmema 3auwumsl GKAIOYAEN NOOCUCTEMbL YRPAGLEHUSI NOIb3068AMENAMU,
pasepanuyenus 00Cmynd, 3awumsl KaHai08 nepeoayu OAnHbIX, KPURMocpapuyeckoll 3auumsl, d maxice nOOCUCmemy
0e30nacHo2o ounuHea U 3auuUmy OAHHbIX 0N 6l1A0ENbYEE GLIUUCTUMENLHBIX PECYPCO8, 0OCTYIHCUBAIOUUX CEPBUC.

Krnrouesvie crosa. O()HOpaHZOGble cemu, deueHmpanmoeaHHble 6blHUCTEeHUA, cUCneMbl pacnpedeﬂeHHoeo peecmpa,
6€CC€p6€prl€ Nnouckoevle MauiluHsl, 6eccepeeprze cucmembsl ynpaeiernus ()OCleIlOM.

Henawee Anekceit Bnaoumuposuu — ooyenm Camapcrozo 20cyoapcmeeHH020 MeXHUUecKo20 YHueepcumemd,
oupexmop OO0 KTXEOOJI>,

Kapnoea Haoexcoa Eezenvesna — kano. mexm. Hayk, ooyenm, ooyenm Camapcro2o 20cy0apCcmeeHH020 MeXHUYecko20
VHUGepcumema.
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Nenashev A.V. Organization of information security in decentralized cloud content storage and computing service

The paper discusses the organizational principles of information security in decentralized cloud content storage and
computing services under the assumption that the service operates under the control of a decentralized organization
with the open access. The decentralized cloud storage and computing service is examined by the example of case study
of TheOoL, a versatile decentralized operating system aimed at distributed computing protection. The security system
includes user management, access differentiation, data transfer channel protection, and cryptographic security
subsystems, as well as a secure billing subsystem and data protection from the owners of computational resources
operating the cloud service.
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